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Abstract

We design an acoustic communication system that transmits and receives encrypted messages using an RSA-2048 asymmetric
key cryptosystem with orthogonal frequency division multiplexing (OFDM)-based DQPSK modulation. This system is implemented
as an actual modem on an Android smartphone. The communication signal utilizes the 17 kHz to 19.71 kHz frequency band and
has a total duration of 2.5 seconds. Operating at a 48 kHz sampling frequency, this communication system can transmit 372 bytes
per signal generation, enabling the transmission of the 256-byte ciphertext size of the RSA-2048 cryptosystem. This ciphertext
communication can be used to transmit and receive various confidential information, including payment details and passwords.
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Table 1. System Parameters
Sampling Frequency (f,) 48,000 Hz
Quantization levels 16 bit
Modulation for Subcarriers DQPSK
Subcarrier Spacing 2.105 Hz
Number of Subcarriers (1,0, riers T2) 1,282
Lowest Frequency (f)) 17,000 Hz
Highest Frequency (f;,) 19,713 Hz
Error Correction Code (Reed Solomon(n, , k,,)) RS(1023, 298)




vk 9] 1¢): OFDM 718t DQPSK W%E o] &3 3% 97
(ChanHwi Park et al.: Acoustic Communication Using OFDM-based DQPSK Modulation)

Fo5 Aol2 WS 18 1)) AuAlelol2 F7 OFDME AE Huwshs Fai
sel, % 1282749) ABAIE AHESh oZM UY BES ¥l WE AEES
a2 98e B 2

o— N—1 Lem it
. oS4l =gl MA| o)=Y Xxe T (0=t<1) @
k=0
1. SM7| =
s(t)= ®{0(t)e} (5)

10240 11 E2) BlolE] ¢’ [n] & 2,560 W= 4RO 1} o sl STolAl ¥ vl el v A
Hol, 7+ 2,560 HIE/} SRR 2 MEZ AT A eI, X & Ed gEel, N2 AR

d, [n] o LA Z, dy (0] [mg, my, . mgss | 2] AR gloje] 7, T+ OFDM A& Ao, f = Aelo] Fa

=, dy[n]Z [mase masrs s Magrs Pos Prs - Do) @ ot} z+ B E LT [Hz|wt29o) 74402 "ol
& bl [p214’p2157m7€p469}94 Zéi%’_dg[n]% Qorz 7+ qEslgols sy, o2 AEE o
[Dyz0> Parts - Progs 012 BEE 2 HIE wjd o] e 2 7} F30] JPs et ek 4 (4)E S OFDM 7]uke] 7]
ﬁj'dk[ o o el Uele delel mE wa g o o e T AL A O T
i = Y Sm vz, 44 £08 + 9k 052 BE £ At
= 7 o] =] BXE 3h= 17 kHz ~ 19.71 kHz T3 df
oo £IEN AFE 48 kilz AE T34 A2H oA 7]

0 (dy[n]=0) e e e
1(d[n] =1) Aol 2139k 524l Ale BT AE @9le] b g A7t
9elnl =15 (4. [n] = 2) M) sisa e Oxg A5Ae $AdA Aake] 58
2 (d[n] =3) = FAstet] Qe 71AN S Ao AdH T2 FEFE

qh
o Fuk Holg FAlo @ ool WA 714 Al
FA717F iﬁc’ﬂ = 8525 78T 7 LS, $4 B,[n] & 9&3 7o) malL)
= HlolEel Ak Aats Thstny A Adke] 222 0

oZA, thE

fol

+2+0i (n=0)
Dk [n — ndopple?“] (’I’L = ndoppler)

Bln] = { ®)

0 (n=0)

{<ak[n—1]+gk[n—1]>mod4<n>o) @ n=0014 B,[n]= F55 224 Ausjgolg 71
| 057} 5 Zafol] o8] Favt Wold AL,
o] Z3p 9EA Ausfelols] Fud HolZ
bl o2 BAE QTS G EEE Au)
o= ThZ AuAEelste] S HAFE] A, o

apln] =

oft

r>,
=~ L
fr *

o] *FA} HlolE ay[n]ell thsl, Tt 7Eo] 431 9%

R
z 4Ee THA.

E

rmﬂn&—h.ﬁ
ok

+1+0i(a[n] =0) & AEANE 1y, AERE BolA 21T T 1]
+0+1i (a[n] =1)
= =52 oo ul =
Dy[n]=14 " 1+ 0 (ag[n] = 2) (3) —_rJJr o] A LJeRd OFDM 714+ DQPSK. 7] A th &
+0—1i(ay[n]=3) S Ut 19 1 (a)v 7] AEE Holn, 19 |
(b 94 4RE Beln
Dy, [n]& DQPSK A& HloJE|2X, 2 &2 15 259 so07 o] Y AFE A Fasr o 2
A zpolo vt F&d AR ok o|atth o2 93], BA Fulro] Eud bin s} D



= To 3l AgstE B2 3 AA Fus
]'i]r % o] nap Ol W, Aatshd FA sk A S B.[n— k] (k, <n< n;ﬂ)
e T g O, [n] = 0, ®
COTLj{Ok [ndft - n]} (Tf< n < ndft)
- MJ 0
! f. oo wat AAE O, [n]E 1Y 20 YEPAT 19 2
@ 0,[n] ¥ 2718 HEMIH, 18 2 e Oyln] 9l 9
Ny A0l Eaa iAo o Fejo Wek Azt A AFS JERAT
Fo] 87] A, AYA n=n,,/2 71F0R T Bag oloJAl, Oy[n]dl Flol 3t Aks FP3iH, T4

wjge] A71= F@eroln 2 Z1grolefof gtk ol Zyez WzE A2 78 5 Qo AA A A oA
u}2} Ty Adolg 7H& O, [n] o3} 7ro] Aot} o] Zgld] g

2 L 1
0 200 400

2 figure-(a) OF DM based DQPSK symbol amplitude (Freq. domain)
T T T T T T
151 i
1k 1 B
0.5 B
0 L L L L L L
0 200 400 600 800 1000 1200 1400
4 figure-(b} OFDM based DQPSK symbol angle Freq dumam
T T
2l 4
ok 4
600 8

00 1000 1200 1400

T2 1. (a) Fob FAolM LEHA JMIHe ASo| AE (b) Fik FA0A LIEFH 7|XCHS
Aol o4
Fig. 1. (a) Magnitude of baseband signal in frequency domain (b) Phase angle of baseband
signal in frequency domain

2 figure-(a) OFDM based DQPSK communication signal amplitude (Freq. domain)
T T T T
151 E
10 1
Ul ‘ ‘ ]
0 . . I .
0 05 1 15 2 25
%104
figure-(b) OFDM based DQPSK communication s\gna\ angle (Freq. dumaln)
4
2 1
1= 1
2 I
0 2 25

=10%
72 2. (a) FTS LOIM LIEKH RF T2} 4152] TZ (b) FI4 S0IA LI
RF Cfof Al52| oAt
Fig. 2. (a) Magnitude of passband signal in frequency domain (b) Phase angle
of passband signal in frequency domain



3135) 9] 19: OFDM 7]¥F DQPSK WXE o] 43 23EA 99

(ChanHwi Park et al.: Acoustic Communication Using OFDM-based DQPSK Modulation)

FH7F 28] 00] HA) oL, v A2 fhE Bl o]
wpel, Fejo g Ak Aste] Aguks Fg

73Rl oJal] HAYst o] OFDM A& 2 &g &0l&

oyIn] = R{IDFT{O,In]}} (9 S =t
SUENL 2578 A5 WA FAR o83} A7)
OFDME A2 o8 4% Alo] 74 (ner Symbol A BEHOE §740lE 150 Bl S92 B4
Interference: ISI)9] FFo 2 MBAEoj2] A F& 71, 9 AFA A AE Alold 2 BAEe] U
(o [ndﬂ —n] . 2n/nep (n=>=0,n< ncp/Q)
(n >n /27
—n_ /2 cp
- [n] _ O [TL ncp/ ] n< Mgymbol — ncp/2) (10)
Op, [n_ (nsymbol - ’I’ch/2)] (n = nsymbol - ncp/27
.2 nsymbol -n— cp n < nsymbol
’ Figure(a) - OFDM Symbol
5-057 4
- QP ) ) ) ) cpzl-
" 0.5 1 15 2 25
Sample = 10*

Figure(b) - OFDM Symbeol with Cyclic Prefix
T T

o
=]
]
£ 4
E
< 4
4 . . . CP1 —
0 0.5 1 15 2 25
Sample »10*
’ Figure(c) - Window Function
| ‘ ' ' 1
0.8 f/ I
L] 1
Sosr I‘u 4
E 0.4 H o4
< |
0.2 ‘I‘ 4
0 L I 1 1 |
0 0.5 1 15 2 25
Sample x10*
4 Figure(d) - OFDM Frame
T T T
0.5 B
o
E
£ 4
E
<
0.5 -
y ~'cP2 ) ) ) ) cP1 —
0 0.5 1 15 2 25
Sample <10
T2 3. (a) AlZH HHollM OFDM AT (b) CPE F7H5H 29 AlZH YoM OFDM A5 (c)
A= B4 (d) AL B4V HEEH OFDM Al

Fig. 3. (a) OFDM signal in the time domain (b) OFDM signal after addition of CP in the
time domain (c) window function (d) OFDM signal after applying window function



100 WE3shs=aA A31d A1E, 20263 1¥ (JBE Vol.31, No.1, January 2026)

B A9, FY kol B S S g o] 3 o) (©F F9Y o|= WA E 913 I FE et 1
Z2e B2 U9 s doME " Fa g4 JuAE d 3 (e ° 9=% T 488 B AES B
7HAH, A ARSI Al Ao E IAE F o], A 1% 4% 7 719 OFDM 4l&°] Hah= 7kelA]e] 2o
FAE Astete 29102 ZE5BE A A7 Yosi EZIPS etk 37 4 (= 959 T5E 851K
olg|gt 28 wol2E WA fal v T2 CPE G ASE, AE JHA BASE Y wolXe oF
AA sk I FE Aol vehde g1 F oick W, I¥
o] CPE %43 OFDM A ¥ thZ OFDM A &3 4 () 9= e 489 A=, 5 FelA 3
HAA 32 09 s 7HAH g ol AE Aol o Fgol AAE EES 1T 5 Qi o s F¢ o
of EAgo] TR on, FY wo|2E A F5 29 Bl A AE 7k A7) Aolo wet DRt
WA g 4 9tk olgjg CPE 243 7%, OFDM 4l &
M-S 1A BoWA FE mol2E WX F 9l 2. 7| =
CP A& #$4& 1% 3o YepAth 17 3 ()] OFDM
Al o Zek Jxe FEo] CP thiitelth. 1Y 3 (b) & DQPSK B%Z 9J8] 441 213 0, [n]o] DFT 94-&
ol CP7F A EFS Holth CPIE 2159 Snjof & b5} 7o) =8 s},
ARBI A3, CP2E 4l5.9] Aol EARufx|sict 11 3

Figure(a) - Spectrogram without Windowing

=
z
&
=
P

5 10 15 20 25 30 35 40 45

Al {ms)
Figure(b) - Spectrogram with Windowing

-
z
&
=2
&

5 10 15 20 25 30 35 40 45
<t (ms)

T2 4. (a) AT BHE MK Y2 AT AHERTY () UEP BHE N3 B AnE=TY
Fig. 4. (a) Spectrogram without applying the window function (b) Spectrogram with the window
function applied



uH313] 9] 1¢1: OFDM 718k DQPSK #%E o] &3 S3%A 101

(ChanHwi Park et al.: Acoustic Communication Using OFDM-based DQPSK Modulation)

0, [n] = DFT{o’,[n]} (1)

O, [n]= OFDM F&]o] 9x92, £Z8 3 B
glojgt dloje] A HEsfelols 7}11 ek FAlell Sled, $A
7] B2 719 2 ols R Qe =& a3t v
Bt 541 2159 Furt Ao o} = T SlEk ol =5
8 AEAN S vt o] BAjgit) o =2 Y
ABAElete] Z1E AR [k — nggppiers ki F Naoppier]
P9 FI bing s, 7PF 2 dA 9 A

zl—‘— 1:1]—/\1 o= o] E]z]lq—

ol
1o

pacs

k"(i = (argma’x ki = Nopprer =1 = K+ Nggpprer | Ok[n] | )7 kl (12)

TZ2 g 9&], OFDM tlolg AHgol:=
[/fz +ks+ Ngoppler> ky+ ks + Ngoppler F Ngypearrier s] R
of Uehdth oM FA17I= S HiolHE ksl 2t H)
olE] M B ofe] dFatqirt HolE HxE flal WA,
OFDM tl ol MBFfejo] o] Z} §45 vt 2Fo] A
AArkgit

d,k[n} = [Q{O,k[n-f— kl + k5+nd0ppl67' + 1]} -

G{O’k[n+ kl + k(5+ ndapple,r]}] mod 27 (]3)

) (14)

2 (14 e 24 992 19 59 2t

15 N
5P b0
1 X
05
@
;
g ofob11 X X 0b00
g
0.5
1 x
"« Decision Boundary 0b10
-1.5
-1.5 -1 -0‘.5 0 L] .I5 1 1.5
In-Phase

T 5. o1F MEFHRI0f $IA Kol HIE 2 g
Fig. 5. Decision boundary using the phase difference of adjacent sub-
carriers

V. Sotsd 29 78

1. OIEZ20|= ADIEE M M1} 2t 49

o
A

W

AN
ZolE 7|71&

STEA EGA o Ho] FHsHE A P
vhebd ek

a2 6. WS A=20|= ofE2|FH0IM S 25
Fig. 6. Android implementation of acoustic communication



o 2~ 7
= T TR H
o mgrolth 2 $41719 547 9 e PAL e
7}
=]

A BAl0] o FAE F3l4 Tl

72 B4 ol s ukE 4 g
A

AT
474 st=dlold] &7 HolH, ol& 24

o
&
3o
o

A BA U s FokrE ke F 9l
1k 2.71 kHzZ E9 &}t

NS E AL AT 5 Ak
= w2 AFHEE wE A

12 N
I
rlo

ol

> 0
oY)
ox ox & 12
oft
23

ot

=3

o
j?_,l'-_ﬂ'l‘ﬂ o

12
o
Ir

2 32

2

o ARRE AU THEe) 15

N
o

fol
Sy 2

oft

0

il

o

oft

2

N

olr

lo, 1o

ox

£ -

> o O

I

> T s

o %%

o e
tlo Kl

i w2 ofr

(o

nj
o O
4

2
=}

*
~
e
offl
X
o
=
o
>,
oft
e
o
o
a
N
e
N
k<)
= P
=
®
:J_‘

v}
I
xt
4 o

W ¥ =
i

e
=

o Oopr
>
)
Lo

4
0
=

f
>
o
=
o
9

(o3
o
r2
offt

>,
o
o

NS
2,
ox
b1 pot
)
o)
~
w2
~
=2
R=)
rlu
>
=
=
)
2
o Hu
1o
ox

}_
A4312 98 A% A=A

J242ksE A2kt olel A717k 12 A5t3kE

fu
b
ro.

N
=2
%9,
2

2,
olr
i)

2. 4 Hlojy 4

o] =Fo| A Hol= 541 A|2"-E 372 Hlo]EL] H olH
S geAlST) 372 HEO|E dlo|HE JE 3724 & 3

Z 18642 3T F Y= AVE, 0|2 3 3t F3s)

el B okl HeolHelth, wh, olmA: & H4
3 vol= (RGB A2 T4 HA| HoEE 124
949 £QT 5 Yol, NEF UIEE A4
Y71el Agkaie. 2 HolEE the s o) 7
ek

N

& o
i3
=2

[]%7 GO7BO7 ]{17 G17BI7R27 G27BQ"" 7R1237 G123’31237] (15)

o= S0, 4 HolE7} [0x32, 0x3F, 0x6C, 0x77,
0x86, 0x7B, 0x2E, 0x3A, 0x68, 0x35, 0x45, 0x77 ... ]¥
A% 1) A HA FAL R = 0x32, G = 0x3F, B = 0x6C]
ojr, 2) F WA JAL [R = 0x77, G = 0x86, B = 0x7B]
ojth

o2 1Y 79 YEpAT.

R=0x32 R=0x77 R=0x2E R=0x35
G=ox3Fﬁ). G:OXSGQ. G=0x3AQ. G:OX45:>. e
E=0%6C E=0x7B B=0x68 E=0x77

R=0%FE

G:OxFEQ

B=0%FE

J21 7. &M HolE AE B2H g
Fig. 7. Data representation format

3. RSA &I HE

RSA ¢oste WAIAE &-521817] 918) Java®l java.
security 71X E o] H i o] Java Security APIE=
Java Development Kit (JDK)ol 2&H ZAS=Z Key-
Factory, KeyPair, PublicKey, PrivateKey 52| 39 APIE
AlFate] RSA ¢53h558} 7)5S e 488

ALEE Bt} o] = o] 83ka] PKCS #1 v2.2 ¥F2] RSA
FoE AGart. o] EFol MEW RSA EEE vlo]E



uha3] 9] 1¢1: OFDM 7]%F DQPSK Bl%E o] &3 S3&EA 103

(ChanHwi Park et al.: Acoustic Communication Using OFDM-based DQPSK Modulation)

o] kell s, viAAle] Aol= A k-11 vlelE7E 4
ATH. =, PKCS #1 v2.2 34 3 1) 2450}0)
Eoltf,

19 8l RSA 45 & A&

24 42 ¥ 199

HZ0] 417)0)H, $5o] FA7]olth. HE 245 Hio|E

g oA R 2R, YulA 2 volES olu)x] $30
A7) PKCS

#8 X0 XY

163 22 Jepith &
ARZE 3o Ho|X 9loH, 10

°% EHY ZEZ N9

4 65,5379 3 23H= 0010001 370 715 3ol ®ol
4A171= PKCS #8 % oz AR AN 71E
i}‘{%ﬂ Bl £41 714 EZ N AHE & 257 HlolE

olm, FA171€] 7l 71= HAl 1,217 uHpo]Ee]

of Atgel A LH FASA.

), 3hH

T2l 8. RSA-2048 H|CHEl 7| UE2 & Al B
Fig. 8. RSA-2048 asymmetric key transmission

V.

0x
olr

"ot

o] AlE# 0] B4l A5 AWGN A7} 71al A
o] T2 A5S delstr] S8 AAEATh AlEd 1
< E3), SNRol W2 DQPSK 9] A& 2 F& SERS ¢l
& %= Atk MATLAB®] randn 'fz}#%— o] &3 AWGN Al
g 7S FAETE |, o] SrE o] &al A o=
A= 52 g9 o]99 TerroﬂE AqUAE Z2A 7}

olo] the] W SNR th=3 7ol e th

z

N

132 3ith

— i=1 (]6)

F21 o}, olofl Ro] Fal
71 AE A5E 71A], DQPSK EZ9 RS 27 AAd)
O|ZINMA BE HFE Fett

>
ik
=
o
rx
[4 i
o,
29,
>
[iai
1o
4
r>
N
rir
of
r>
=
>
N
i

2 AA 5,12070¢] DQPSK A& 713t $4 Y& 1 A]
A9} thE DQPSK Al&¢] Hl&S yehlth A& 4]
sympor 2 WSl WE A A ®s gQle
Ngympor = 12,0003 g, = 48,000 73004 ok
Eo)AS 38t 0 dBolA 25 dB7HA] 0.5 dB ZF
] SNR 3HAell A, ng,,, 00 = 12,000914 20,0003] t‘&
AAFALH, n,,,, = 24,0009014 100,0005] FHE
oo™, n,,,, =48,000914 20,0005] ¥HE *a??i

n

>

3R m>~ Jr X

0

]_

Of

O

FH Algdlold Zaet vets] Hlwstr] #lal T%
|4 AA 71715 ol &3 AFS JPaich. AAl
dBellA 15 dB7HA] 1 dB 7+2 2] SNR 373l A

Tgymior = 24,0009 41 1003] RHE- A 313}
= AlEd 1"3_01]*1«1 NeE 01
AR = AFA o]] = o)

o =
]o
_f-L
ofo
ol
o,
38
v}
i&
SN m*

L

M oX offl o ek o
uS*L‘ﬂrZ_?Lr\Othn

rlr
of
s
1 =2 ﬂllﬂl
>,
B
2

o
0
Hﬂ
FZ
oZ:
Ol-;] O—.—' _]
e

o Mo
8.
rO

1:}

rlm oS
[\e}
=
o
)
ot
ol
2
e

(o] F-?L'
Hdo
>
ol
rlot
o,

QPSK
o NBe A2

4
30
v

tlo ¥& 2 > St o>

N I‘O
du -
o
rl
= 3
o
3,
i
o,

1

i)
-
N
Mo
2,
>
=

¢



O of Y

9 X

o] &=

WEehs] =24 A3lE AllE, 202613 1€ (JBE Vol.31, No.1, January 2026)

¥ 2. FUHIES 0128 M9

Table 2. Parameters for test

Test Environments Value
Receiver Samsung Galaxy A32 (SM-A325N)
Transmission Speaker ADAM Audio A3X
Hardware - - —
Signal Generator Audio Precision APx517B
Microphone for Noise Measurement GRAS 46AE
Bandwidth 17,000 Hz ~ 19,713 Hz
. Signal Duration 2,500 ms
Signals — -
Transmission Period 9 seconds
Sampling Frequency 48,000 Hz
Tx Rx Distance 1m
Chamber Temperature 223 T
Chamber :
Chamber Noise 39.1 dBA
Chamber Size 1,400 mm x 600 mm x 600 mm (LxWxH)

DQPSK Symbol Error Rate(SER) vs. SNR
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Fig. 9. Symbol error rate of DQPSK OFDM Acoustic communication system
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