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gITF Container Format Structure for Packaging and Individual DRM
Application in 3D Gaussian Splatting

Isaac Yang”, Seung Huk Ahn®, Minsu Park?, and Eun-Seok Ryu®?
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#< 3D Gaussian Splatting (3DGS)> AAF 9] ATE] FA3 WE $EE HIYOE 64X (6 Degrees of Freedom, 6DoF)
Az vigo] AE|2e) s V&R Fst gtk @A) 3DGS HelEs vgdstd PLY 2R 299 s A vl 3
HE Hgske e A SHE e 3 Ay ZJOJ ARD RIS 9% #23bE AAVE FEsive g Zeth ol A2 A
EF3} 717l ME B4 3D Adlold Tl GL transmission format (gITF)9 3DGSE £3ste] s84& drsdE =97t A3
IStk 2 =ddXe ol x5d F3l 2Rd tF 3DGS AAE ngM AZH B FZ2E A7)0 7+ AAER ol

5

digital rights management (DRM) 43 243 4 31‘; gITF =% +% hett}. Albsle T2 3DGSE] &4 HlolElE gITF
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Abstract

Recently, 3D Gaussian Splatting (3DGS) has emerged as a key technology for 6 degrees of freedom (6DoF) immersive media
services due to its photorealistic rendering quality and real-time performance. However, current 3DGS data is primarily distributed
in unstructured PLY formats. While object separation is theoretically possible, the lack of a standardized container structure limits
the efficient independent management of individual objects within a scene and poses challenges for selective copyright protection.
In response, international standardization organizations are actively discussing the integration of 3DGS into the universal 3D format,
GL Transmission Format (gITF), to ensure interoperability. Aligning with these trends, this paper proposes a glTF format structure
designed to package multiple 3DGS objects into a hierarchical node structure and apply individual Digital Rights Management
(DRM) policies to each object. The proposed structure maps 3DGS attribute data to gITF buffer views and assigns unique key IDs
(KIDs) at the object level, enabling granular access control. To validate the efficacy of the proposed format, a quantitative
evaluation framework covering security, visual quality, and performance was established. Experimental results demonstrate that the
proposed method maintains high visual quality with a PSNR of 36.23 dB compared to the original, while achieving 100% key
diversity per object, thereby proving its potential for the secure and efficient distribution of 3D assets.
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Fig. 1. Immersive scene training and rendering process of 3DGS
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Fig. 2. Packaging structure of gITF container
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12l 3. CENC &35}

(b)

TF (a) CENCY| 00| 253} HtA (h) MPEG-DASH MPDO|A{2] CENC DRM 253} Oi|A|

Fig. 3. CENC encryption syntax (a) Item encryption box of CENC (b) Example of DRM encryption using MPEG-DASH MPD with CENC
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Fig. 4. glITF-based packaging and individual DRM application system for multi-object 3D Gaussian splatting
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Fig. 8. MPEG GSC CTC datasets used for evaluation of proposed structure
(a) Library (b) Lego_bugatti (c) Lego_ferrari (d) Cricket _player (e) Tango_duo (f) Tennis_player
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Table 1. Quantitative evaluation results of proposed structure

Phase Metric Value Note
Encryption density (Eq) 29.00% 35/42 accessor encrypted
Phase 1 Key diversity (Kaiv) 100% 5 unique keys / 5 objects
(static) License verification rate 100% PlayReady & Widevine verified
Tamper detection rate 100% 2/2 attack vectors detected
Memory protection level 70.00% Secure memory path usage
Phase 2 Screen capture resistance 50.00% Watermark overlay active
(dynamic)
Security overhead efficiency (1) 0.1418 About 14.18% performance cost
PSNR 35.26dB High visual fidelity
Quality & SSIM 0.8482 Structural similarity preserved
performance File size (gITF) 765.04MB 4.8% reduction vs. original PLY
Time to first frame (TTFF) 27.56sec Includes multi-DRM init time
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